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Telemetry Emulation to Exercise Decision-Making Software 
 

Abstract 
Systems that rely on telemetry data to make decisions are increasingly complex and nearly 
entirely software-based. Tomorrow’s self-driving cars are an illustrative example. The 
software that drives the car is making decisions and taking actions based on the digitized 
data streams from a range of sensors. Launch control systems, patient monitoring systems, 
and satellite control are other examples of safety-critical applications.  

It’s clearly important to get the software right. Yet often times it is problematic or cost 
prohibitive to conduct real world testing. Telemetry emulation offers a practical and 
comprehensive method to exercise and refine decision-making software. 

 
What is Telemetry Emulation? 

Telemetry is a data measurement (metron) 
coming from a distance away (tele). We’ve 
typically thought of telemetry as a data stream 
that’s created, modulated, transmitted over an RF 
link, and then demodulated for processing. But 
you can also think of telemetry as the signals 
being acquired from sensors. Sensors combine 
with data acquisition software to convert the 
measurement of some aspect of the physical 
world into a digital representation of that 
measurement. The resulting data stream enables 
the remote measurement of what the sensor is 
sensing. 

The decision-making software consumes these 
digital data streams—while continually 
combining, computing, controlling, and ultimately 
taking action, all based on the sensory input.  

 

 

Simple Model of Decision-Making Software 
That Relies on Telemetry 

Tests of the software require generating the 
physical stimulus to each of the sensors. 
Therefore, test setups include equipment that 
generates the signals, complicating the test 
execution. When we had predominantly analog 
sensors, often the only way to perform a high-
fidelity test of the software was to drive, fly, 
launch, or operate the system.  

Many sensors now directly create a digitization of 
their measurement data and use standard 
computer interfaces to transport that data. Some 
even directly produce network packets that 
contain the data. This opens up the use of 
software-based emulation to exercise and test 
the decision-making software.  

When the sensor’s telemetry output is a stream of 
bits or packets, emulation software can generate 
that same data stream. We skip the need to have 
real sensors and a real world.  

 

Rather than generating physical signals, 
telemetry emulation generates the 

equivalent digitization of those signals. 

 

The bit streams and network packets sent to the 
decision-making software under test are coming 
from software devices rather than signal 
generators, sensors, and data acquisition 
equipment.  

Telemetry emulation effectively generates a 
simulation of the digital data streams going to the 
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software. The telemetry emulation can range 
from simplistic to realistic, depending on the 
objective of the testing.  

Telemetry emulation has applications in training 
as well. Many software-based decision making 
systems support human operators who interact 
with the system and directly influence the 
sequence of events. 

Paper Preview 

This paper uses three examples to illustrate the 
scalability and fidelity of telemetry emulation. The 
three examples correspond to Level I, Level II, 
and Level III Emulation; distinctions that this 
paper defines in broad terms. This paper also 
describes the key architectural attributes required 
of the emulation software to be effective at 
supporting data generation and interface 
matching. The three examples and software 
architecture description also serve to illustrate the 
benefits and value of using emulation to test 
decision-making software. 

An Example of Simple Telemetry Emulation 

Satellite launches employ launch control systems 
that acquire and process telemetry data from 
hundreds or even thousands of sensors. 
Pressures, temperatures, vibrations, switch 
positions, video feeds, acoustic measurements, 
wind speeds, and other inputs all feed into the 
software performing the launch control 
sequencing. This software ultimately makes the 
big decision—whether or not to proceed with the 
launch. 

Our recent development of a launch 
instrumentation system used telemetry emulation 
to test data throughput, performance loading, and 
data latency.  

The system consisted of multiple data acquisition 
(DAQ) front ends, each populated with assorted 
cards for the points being measured on the 
rocket, the launch pad, and other infrastructure. 
Software applications on the front ends sampled 
each channel and networked this data to a set of 
servers. These servers combined and processed 
the sensor inputs and generated a commutated 
data stream to the launch control system.  

 

With thousands of channels, the sample rate 
configured for each active channel drives the 
processing and network loading. It also affects 
data volume and throughput. Latency was a 
critical performance parameter for the system. 
The system needed to achieve an end-to-end 
latency of less than five milliseconds from 
sampling of any channel to that data being in the 
network packet going to the launch control 
software. 

 

Launch Instrumentation System (Real World)  

There was no practical way to generate more 
than 1500 physical inputs to the various data 
channels. And certainly, there’s no means to run 
performance characterization tests over and over 
again with a rocket and a live launch countdown! 

Telemetry emulation was used to exercise the 
system under various configuration loads. 

The system emulation configuration used to 
perform loading and latency testing is shown in 
the following diagram.  

Software emulators were developed for each 
data acquisition board type. These telemetry 
emulators provided the same software interface 
as the device driver/physical board, accepting 
channel configurations (e.g. sample rates) and 
generating a sample stream per that 
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configuration. The sample data itself was not of 
interest, it only had to match the format and 
volume/timing of the data that would be 
generated from the board. 

The balance of the system had no knowledge 
that the data streaming through the DAQ front 
end, over the network, through the server 
processing, and out the other side was emulated 
rather than real samples from the physical world. 
The network loading, processor loading, and data 
throughput were all the same. 

 

 

Test of Launch Instrumentation System 
Using Telemetry Emulation 

This style of telemetry emulation is simple in that 
it was not required to generate data that matched 
in content what the real system would see. 
Although simple, it allowed for testing of the 
channel configuration software and fully 
exercised the data flows through the system. It 
allowed an accurate characterization of system 
performance and latency. And this was all 
accomplished without having to generate the 
thousands of real world signals. 

We’ll call this type of emulation, Level I Telemetry 
Emulation. With Level I telemetry emulation, 

software devices are used to generate the format, 
volume, and timing of the data streams from the 
various sensors. With Level I telemetry 
emulation, data flow and system performance 
can be tested.  

The Next Level of Telemetry Emulation  

Our next example is telemetry emulation where 
the data content is important and where the 
decision-making software causes basic changes 
in the configuration and data flow. We’ll call this 
Level II Telemetry Emulation. 

Satellites generate telemetry streams containing 
their state-of-health data and payload data from 
the onboard sensors. This data is downlinked 
when the satellite is in contact with a ground 
antenna site. This data path might be direct to the 
ground or through a relay satellite. The ground 
network itself often consists of multiple sites with 
the data passing through them. Each ground site 
has its own telemetry stream that reflects the 
configuration and status of the equipment. 

Let’s look at how telemetry emulation can be 
used to test the ground control and spacecraft 
control software. 

Telemetry emulation can be used to model this 
system with the dynamics of contacts starting, 
flowing data, and then stopping. The telemetry 
emulation can also be used to model 
communication disruptions and equipment 
outages. 

The emulation constructs the satellite telemetry 
stream with characteristics that match the real 
spacecraft. This might be classic telemetry with 
minor frames and major frames or it might be 
CCSDS telemetry with virtual channels coalesced 
into transfer frames. The fidelity of the emulation 
(i.e. how close the generated telemetry stream 
matches what the real satellite would produce) 
depends on the test objective. It may simply 
match the structure with a handful of key 
measurands. It may also connect to a spacecraft 
simulator that produces an accurate 
representation of the on-orbit data stream and 
responds to commands as the real vehicle would. 

The emulation can be extended to include the 
space-ground link and the ground processing. In 
the real system, the spacecraft modulates the 
downlink on an RF link, the RF channel carries 
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the signal, and the ground antenna/modem 
demodulate and decode the data. A Wide Area 
Network (WAN) transports the data back to the 
control center, often through multiple routes. 

Substituting for the complexity of an RF link, a 
channel emulator is used to simply distort the 
data bits, modeling the effects of outages and bit 
errors over the communications channel. Rather 
than a full wide area network, a WAN emulator 
models the network transport latency, jitter, and 
QoS. This allows for conducting a suite of tests 
with varying network parameters and 
communications outages, something that’s nearly 
impossible with true RF channels and actual wide 
area networks. 

 

With emulation, the net effect of functions 
can be modeled without adding the 

corresponding complexity. 

 

The emulation also accepts configuration controls 
and generates status so that the ground control 

software believes it is interacting with the real 
equipment.  

The same concepts apply in the forward link 
(commanding) direction. The emulation itself can 
respond to a small number of commands or by 
connecting in a spacecraft simulator, the full 
system is modeled. 

An emulation system as described above was 
developed for the International Space Station 
(ISS). The system is used for training and 
rehearsals at Johnson Space Center.  

Data generators produce the payload, video, 
voice, telemetry, and other data streams that are 
part of the ISS return link. The emulation software 
forms the composite CCSDS downlink.  This data 
is passed through other emulation applications 
that model the communications channel through 
space and over the ground networks. This data 
stream, with the simulated faults and 
communications outages, is processed by the 
operational front end processors and routed to 
the Mission Control Center for test and training 
exercises.

 

Space Communications Emulation 
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Sophisticated Telemetry Emulation 

Level III Emulation adds another dimension, 
where the actions of the decision-making 
software have an immediate direct effect on the 
data content. 

Self-driving cars have been in the press a good 
amount recently, and they offer a good 
illustration. In a self-driving car, the dynamic 
telemetry data from its sensors continually 
adjusts how the software drives the car. For 
example, a self-driving car has to be programmed 
to follow the car in front of it at a safe distance. It 
also has to be programmed to recognize new 
objects that may enter the car’s path and possibly 
take action to avoid that object. With real drivers, 
it takes experience to be good. The analogy in 
the software world is that it takes exercising the 
software to make it good. 

A simple model of the car’s self-driving/collision 
avoidance system is shown to the right. In this 
model, there are sensors that monitor the car’s 
velocity. There are also sensors (radar) that 
measure the location and distance of objects in 
front of the car. The software must react to new 
objects, calculate their directional vector, and 
determine if they could possibly enter the car’s 
intended path. Those objects are tracked, and the 
car must take avoidance maneuvers if necessary.  

 

 

Self-Driving Car Sensors and Software 

A favorite example is cruising along behind the 
car ahead and then stopping when Grandma or a 
kid chasing after a ball steps into the street in 
front of the car. It seems no one wants to offer up 
their personal Grandma for a live first test of a 
freshly-built version of the software! 

 

 

 

Self-Driving Car Test Scenario 
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Here’s what the emulation model might look like. 

 

Emulation Model for a Lab Testing of a 
Self-Driving Car’s Software 

When behind another vehicle, the self-driving 
software computes the safe following distance as 
a function of its velocity (while observing the local 
speed limit). It can also compute the velocity of 
the car ahead using its own velocity and the rate 
of change of the distance separating them. The 
software uses this information to either 
accelerate, maintain, or brake its speed. 

When the radar finds a new object such as 
Grandma, it does a series of calculations and 
projections. Level III Telemetry Emulation can be 
used to exercise and test the software prior to 
field tests, without having to drive the car behind 
another one, or more importantly, have Grandma 
step off the curb while the software is still not 
quite working right. 

With Level III Telemetry Emulation, the software 
generates highly-dynamic data streams that 
would be coming from the sensors in the real 
physical world. 

A functional block diagram for this emulation is 
shown below.  

 

 

Level III - Emulation Block Diagram 
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Telemetry emulation software relies on profiles to 
mimic the dynamic sensor output. Simple profiles 
may be pre-defined. But most profiles must be 
mathematically generated and adjusted on-the-
fly. There’s a tight feedback loop. Each sensor 
adjusts its digitized output based on the actions 
of the decision-making application in response to 
the collective sensory inputs and those changes 
in turn affect the actions being taken. There must 
be close coupling for the emulation to imitate the 
real world.  

 

With Level III Emulation, data generation is 
dynamic and coupled to the actions of the 

decision-making software. 

 

The test scenario itself can be the cause of some 
of this dynamic. For example, if we want to 
emulate the car ahead suddenly braking, then the 
output from the radar would show the object’s 
relative position getting closer. But this relative 
position is also a function of whether the self-
driving car is speeding up or screeching to a halt.  

In our simple example, the self-driving car first 
detects that it’s closing in on the car ahead and 
begins to brake. This braking action, whether it’s 
moderate or severe (slamming on the brakes) is 
a second factor that influences the relative 
position of the two vehicles. 

A real world self-driving car is very complex with 
many more sensors and a wide range of 
dynamics. There are radars looking in all 
directions. There are sensors for lane markers 
and road conditions. There are cameras with 
video feeds.  

The concepts still apply, just the complexity 
increases. It is also possible to combine telemetry 
emulation with recorded real world data in many 
test scenarios to handle this complexity.  

An example might be recording video of a test 
drive and replaying that video into the car’s 
camera while emulating several other sensors in 
a more fully integrated test.  

Certainly at some point, crafting the Level III 
Emulation becomes more complex than the field 
testing. At this point, and the exercise of the 

decision-making software switches over to a 
combination of lab and field-testing. 

The Software Architecture Required for 
Emulation 

These three examples allow us to characterize 
requirements for the underlying software 
architecture. The software architecture is the 
linchpin—it must dynamically generate the data 
streams, match the digitized interfaces, and 
adapt to each test scenario. 

A high level of modularity is at the top of the 
“must-have” list. With modularity, small software 
devices can be ordered and connected to flow 
data. Changing the software devices in the 
processing chain allows the emulation to be 
quickly tailored for specific test scenarios. 
Modularity drives the use of a small set of 
standard interfaces for passing data between the 
software devices, allowing devices to quickly and 
reliably be connected. 

The data generators are usually domain-specific. 
If the telemetry stream being emulated is missile 
telemetry, then the data generators likely reflect 
the IRIG-106 standards. If the telemetry and 
command streams are associated with a satellite, 
then the data generators might be CCSDS 
specific. A data generator emulating a car sensor 
produces the digital data stream per that sensor’s 
format and protocol.  

The software must also have the ability to meter 
out the data streams. Software likes to process 
data as quickly as the CPU resources allow. 
Many telemetry streams and sensor sample rates 
are much slower than what unrestrained software 
emulation devices can produce. The architecture 
must have the means to throttle the data packets, 
perhaps sending just a small number of bits per 
packet or message and using time information to 
gate the output. The software must create data 
flow behavior that mimics the data stream and 
data rate coming from the real world sensor.  

One other aspect of the data generators is their 
ability to generate the telemetry stream based on 
dynamic profiles. Many dynamic profiles use a 
static profile that is manipulated by computations 
driven by the emulation itself. Changing the self-
driving car’s velocity sensor output in response to 
acceleration and braking is a simple example.  
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The software architecture must also support 
control and status interfaces for most 
applications. The decision-making software 
expects to be controlling external devices and 
those controls are to be reflected in the device 
status for the emulation to properly exercise the 
software in a Level II or Level III telemetry 
emulation. The software architecture must 
account for the fact that these controls also 
impact the flow of data. For example, changing 
the data rate via control must change the data 
rate of the data flow. 

Features of Software-Based Telemetry 
Emulation 

Software-based emulation has a number of 
features worth noting: 

• Fidelity 
• Tailoring 
• Fault Insertion 
• Repeatability 
• Replication  

The decision-making software being exercised is 
often developed in increments and/or 
components. The emulation can be developed in 
matching increments and pieces. As the system 
is implemented, becoming more and more 
complete, the corresponding fidelity of the 
emulation increases from low to high.  

This also points out the tailorability of software-
based emulation. Any given exercise of the 
decision-making software has a set of objectives, 
the aspects being tested. With software, the 
emulation can be tailored to these specific 
objectives. We often don’t need a full system to 
test how the software responds to a set of 
stimulus, just what’s needed to emulate the 
situation in a realistic manner. 

Testing of corner cases and response to 
situations that are rarely expected but vital to 
proper operations is a key aspect of software 
testing. It’s difficult to insert faults into a physical 
system and nearly impossible to insert them in a 
controlled manner that creates a valid test. 
Software-based emulation solves this dilemma. 
The emulation can model the effect of faults and 
“insert” them into the generated data to test out 
the software. Software-based emulation can also 

run the test in non-real time for more effective 
debugging and troubleshooting. 

Many real world tests are “one and done” in 
nature. When you fire the rocket engine, you 
don’t get to do it again for a while. Emulation let’s 
you exercise the engine control software’s 
actions during a critical 30 second burn over and 
over again in the same hour.  

 

Nothing improves software quality like 
repeated testing. 

 

The repeatability of testing and fidelity scaling 
enables incremental development of the decision-
making software. It also provides for a wider 
range of test coverage.  

Emulation provides a depth of testing that cannot 
be accomplished with traditional software unit 
testing. By modeling the physical world via 
generated telemetry inputs, the decision-making 
software is exercised in a near real-world 
environment. 

Software-based emulation has the ability to easily 
replicate, scaling up in numbers. The emulation 
software can run on a set of Virtual Machines. In 
our spacecraft operations example, each 
spacecraft might be a VM and each ground 
antenna a different VM. With multiple copies of 
the VMs, the emulation can be scaled to 
represent a large constellation of satellites and 
the worldwide ground network. The emulation 
can model the dynamics of the contacts starting, 
data flowing, and contacts stopping. 

There are several commercial ventures looking to 
field large numbers (hundreds or thousands) of 
satellites. This is uncharted territory for the fleet 
management, scheduling, ground control, and 
satellite control software applications. The 
number of spacecraft to be launched 
simultaneously and the launch frequency that’s 
planned for these constellation require the ground 
software to scale quickly and to do so without 
problems. 

System emulation offers a low-cost means to 
exercise the new applications for the 
constellation’s mission control center before any 
spacecraft are launched. The emulation creates 
the configuration and data flow dynamics of the 
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full system while there is time to work off the 
software bugs. Comprehensive testing of the 
ground operations becomes possible without 
having to run it against on-orbit assets. Emulation 
also supports a hybrid configuration, where initial 

spacecraft are on-orbit and the balance of the 
constellation is emulated to prove out the 
capacity of the satellite and ground control 
applications. 

 

 

 
 

 

Telemetry Emulation Summary 

Telemetry emulation can be the only practical 
way to test and exercise some decision-making 
software applications. It applies well when the 
number of data channels is large, making it 
difficult to set up physical world tests.  

It is also effective when true field trials are 
complicated. Launching rockets and firing 
missiles are two great examples. Emulation 
allows for less costly, yet more exhaustive 
testing.  

Telemetry emulation is also essential when use 
of the items being emulated is not feasible, such 
as our satellite constellation example. The assets 
are either not available when needed or cannot 
be manipulated simply for testing. 

Finally, telemetry emulation is of great value 
when human safety factors limit initial testing of 
the software in a field test.  

 

The following table provides a summary of the 
telemetry emulation levels. It shows the 
characteristics and uses at each level. 

Emulation Levels  

Emulation 
Level Data Content and Generation 

Level I Match Format, Volume, and 
Timing 

Level II 
Domain-Specific, Matches Real 
World Content, with Minimal 
Feedback/Coupling 

Level III 

Above Plus Highly Dynamic, 
Tightly-Coupled, Combining 
Test Profiles and Remote 
Actions 
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As illustrated in the three examples, telemetry 
emulation can range from simple to complex. In 
fact, the emulation can become as complex as 
the system being exercised. The tradeoff 
accounts for the cost of failure from undetected 
problems in the decision-making software. When 
human lives or expensive assets are at risk, the 
benefits quickly outweigh the costs. 

With more and more sensors producing digital 
outputs, these data stream can be easily 
emulated for testing. To the decision-making 
software, the emulated inputs are just as real as 
having hardware-based signal generators create 

them. Testing with emulated telemetry can be 
much more affordable, controllable, and 
comprehensive. 

The cost is dramatically lowered with a software 
architecture and toolset that simplify creating the 
emulation. Any emulation of digitized telemetry 
relies on the software architecture to generate the 
data streams, modify them on the fly in response 
to actions, and match each sensor’s interfaces 
and protocols. 

Look for ways to apply telemetry emulation to 
your projects. 
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